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Cyber Security in E-commerce
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ABSTRACT

An E-commerce security framework i1s a comprehensive strategy
designed to protect online businesses from cyber threats. It includes
the implementation of security protocols, measures, and best
practices to safeguard customer data, financial transactions, and
overall business operations. As many are aware, weak cyber
security 1s a major contributor to financial losses and a decline 1n
consumer trust within the e-commerce sector. E-commerce refers
to the buying and selling of goods and services over the internet,
encompassing a range of online commercial transactions. It relies
on various technologies. including mobile commerce, internet
marketing, online transaction processing, electronic funds transfer,
supply chain management, electronic data interchange (EDI),
inventory management systems, and automated data collection.
Cyber security challenges in e-commerce are growing increasingly
severe. For instance, compared to 2022, the rate of cyber attacks
on desktop and mobile platforms surged by 35% in 2023. This rise
in threats results in diminished customer loyalty and additional costs
associated with recovering from the impact of cyber attacks. E-
commerce threats typically arise from malicious use of the internet,
with the intent to steal, commit fraud, or breach security. These
threats can be intentional, accidental. or the result of human error.
Common security risks include vulnerabilities in electronic payment
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