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Preface
[

Cloud is an enormous, linked network of powerful
computers that provides services for companies and
individuals. The cloud Interconnected computers,
mechanical as well as digital machinery, animals, objects,
and people are all part of Internet of Things (IoT), the
system that allows data to be exchanged between the
devices without any human intervention or human-to-
computer contact. As the amount of data generated by IoT

devices has increased, the technology has changed.

As a result, IoT Cloud Service generates extreme
communication between low-cost sensors in the IoT that
results in even more connectivity. Humans will soon be
joined by billions of other linked gadgets and machines.
This data is generated via the Internet of Things (IoT) while
the cloud computing facilitates its movement. In this book,
we focus on cloud service providers who offer a pay-as-
you-go model in which customers only pay for resources
they consume. IoT startups can also benefit from cloud
hosting as a service because it provides economies of scale

that reduce overall costs.

From a tech perspective, the cloud computing revolution
has the potential to affect a wide range of industries all
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around world. When anything in your home or business is
ready to go down for the count, you may thank the cloud
for alerting you ahead of time. By using a cloud-based
application, the major medical equipment corporations are
able to provide real-time information to the field system
engineers who are responsible for maintaining health
equipment. The cloud also makes it simpler to repair things
when they break. The cloud will not only provide you with
just-in-time training but will also aid you in making better

decisions.
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CHAPTER
Introduction 1

Helping to transmit and send data as well as files to data
centres through the Internet, cloud is a centralized system.
A centralized cloud system makes it simple to access a wide

range of data and software.

In this context, the term "Internet of Things" describes the
set of interconnected gadgets. Real-time and historical data
are both kept in the Internet of Things. Analysis and
instructions for devices may be provided by the IoT, which

can also monitor the results of particular activities.

1.1. Introduction

Cloud Computing is a helpful tool for Internet of Things.
Cloud computing allows people to utilise services supplied
through the Internet to conduct computer activities. The
combination of Internet of Things with the cloud
computing has become the catalyst: the two technologies
are now intertwined. These are cutting-edge innovations

that will have a significant impact in the years to come.

Data storage, processing, and retrieval has become a major
issue because of the fast expansion in technological



innovation. The combination of Internet of Things with
cloud computing is a major advance. Sensory data streams
can be processed in sophisticated ways, as well as the new
monitoring services may be implemented. You may utilise
the cloud to store sensor data for later use as the intelligent
monitoring as well as activation by the other devices, for
instance. The objective is to turn data into actionable

information that is both cost-efficient as well as productive.

IoT Because of the several ways to connect to the cloud, a
huge network is implied. Users may access cloud
computing services through a variety of devices, including
smartphones, tablets, and computers. As a result, the

necessity for the network access points must be addressed.

On-demand IoT cloud computing is available to developers.
In other words, it is the web service that may be accessed
without the need for specific authorization or support. Only

an Internet connection is needed.

The service may be scaled up or down depending on user’s
requirement. Expanding storage, changing program
settings, and working with many users are all possible
thanks to a system that is fast and adaptable. This feature
makes it feasible to deliver high levels of computation and

storage depth.

The term "Cloud Computing" refers to the concept of
sharing resources. It encourages a greater sense of

community and fosters tight ties between users.



Security problems arise as number of the IoT devices as well
as automation in use rises. Companies may rely on
the cloud solutions to deliver strong authentication as well

as encryption.

Finally, the benefit of IoT cloud computing is that you get
precisely what you paid for. As a result, your rates will
fluctuate based on how often you use the service, which is
determined by the supplier. To connect to Internet and
transmit data across network components, a developing

network of the objects with "IP addresses" is required.

The Internet of Things and cloud computing work together
to make ordinary chores more efficient. Whereas the
Internet of Things creates enormous amounts of data, cloud
computing focuses on making sure the data gets to where it

needs to go.

1.2. Cloud-definition

Definition: "The cloud refers to servers that are accessed over the
Internet, and the software and databases that run on those

servers.”

All throughout the globe, data centers house cloud servers.
As long as a company or individual is utilizing cloud
computing, they are free from the burden of maintaining

and operating their own physical servers.

Computing as well as the storage take place at data center

rather than on user’s device, so they may access same files



and programmes from nearly any device. When
the Instagram user's old mobile breaks, they can just log in
with new phone as well as their old account will be there,
complete with their previous photographs as well as videos
and chat history. Gmail, "Microsoft Office 365", and other
popular cloud-based email as well asstorage services

operate in the same manner.

- U B

‘ Applications Databases
[

|
accesseaviamermerner | 1111 | o] Lo

Servers containing applications and databases

Jser device

Figure 1.1 The Cloud®

Businesses may save money on IT expenses by adopting the
cloud, such as not having to upgrade as well as maintain
their own servers, which the cloud provider would take
care of for them. That's the big deal for small enterprises,
who might not be able to purchase their internal
infrastructure and could now outsource those requirements

to the cloud. Companies may function more effectively

* https://www.cloudflare.com/en-in/learning/cloud/what-is-the-
cloud/



throughout the world since their workers and customers

have access to same files and apps from any place.

1.3. Benefits

Because cloud computing is a hot new technology, we
should all be aware of this. Almost every business has
moved its services to cloud in an effort to boost business

growth.

Here, we'll go through some of the most significant benefits

of the cloud computing-

Unlimited
Storage
Capacity

Excellent
Accessibility

Figure 1.2 Advantages of cloud computing’

“https://www.cloudflare.com/en-in/learning/cloud/what-is-the-
cloud/



1) Back-up and restore data

Having the data saved in a cloud means that it is easy to

recover and back up that data.
2) Improved collaboration

The use of cloud apps facilitates teamwork by enabling
users to rapidly as well as easily access and also share data

on cloud.
3) Excellent accessibility

Using the internet connection, we may quickly and
conveniently retrieve stored information from almost any
location through the cloud. Our data is constantly available
thanks to the internet cloud architecture, which boosts

productivity as well as efficiency in the workplace.
4) Low maintenance cost

Cloud computing cuts the expenses of both hardware as

well as software upkeep for businesses.
5) Mobility

With cloud computing, we can effortlessly access all of our

cloud data from anywhere, at any time, on any device.
6) IServices in the pay-per-use model

Users may wuse cloud services using Application
Programming Interfaces (APIs) provided by cloud

computing, with costs based on usage.



7) Unlimited storage capacity

Our most critical material, such as papers, photographs,
music, and video, may all be stored in one place on the

cloud.
8) Data security

One of the most significant benefits of the cloud computing
is the protection of user data. Cloud computing has several
sophisticated security mechanisms that help to keep data

safe while it is being stored and processed.

1.4. Usage scenarios

By reducing costs, boosting flexibility, elasticity, as well as
optimizing resource use, cloud computing has indeed been
widely credited with enhancing competitiveness. Here are
some examples of how cloud computing may help

businesses reach their objectives.

1. Infrastructure-as-a-Service (IaaS) and Platform-as-a-

Service (PaaS)

Using the internet as well as a pay-as-you-go billing model,
"infrastructure-as-a-service "provides computing,
networking, and storage capabilities to users on demand.
Companies looking to save money on IT infrastructure
acquisition, management, and maintenance can consider

using the existing infrastructure on pay-per-use basis.



When it comes to creating, operating, as well as managing
applications for clients, PaaS eliminates the need to
construct and manage your own platform on-premises by
providing a comprehensive platform which includes all of
the necessary components —hardware, software, as well as
infrastructure. PaaS might very well be used for the same
purposes as laaS, but it can also be used to speed up

application development on the ready-to-use platform.
2. Hybrid cloud and multicloud

Using a combination of "on-premises private cloud
services" as well as the "third-party public cloud services", a
corporation may create a scalable computing environment
for executing its own applications as well as workloads.
Organizations have the freedom to pick the best cloud for
every application or task and move workloads between
the public & private clouds as conditions change.
Compared to public or private cloud alone, the technical
and commercial goals are met more successfully and cost-

effectively.

Multicloud enables you to access two or more cloud
services from the different providers at the same time.
Infrastructure, Platform, or Software as a Service may all be
included. As a result of multicloud, you may choose the
most appropriate cloud depending on your specific needs

and prevent vendor lock-in.



3. Test and development

A test as well as development environment is an excellent
use case for cloud. Setting up the environment requires
major resources and effort, as well as obtaining a budget.
After that, you'll need to set up and customise your
platform. All of this adds time to the project and makes it

harder to meet goals.

Cloud computing has made it possible for you to have an
environment adapted to your specific demands at any time.
Virtualized and real resources may be provisioned through

automated means.

A test as well as development environment is an excellent
use case for cloud. Setting up the environment requires
major resources and effort, as well as obtaining a budget.
After that, you'll need to set up and customise your
platform. All of this adds time to the project and makes it

harder to meet goals.

Cloud computing has made it possible for you to have an
environment adapted to your specific demands at any time.
Virtualized and real resources may be provisioned through

automated means.
4. Big data analytics

One of the advantages of using cloud computing is indeed
the ability to employ the big data analytics to access huge
amounts of both structured as well as unstructured data

and also extract commercial value from it.



Retailers as well as suppliers are increasingly using data
gleaned from customers' purchasing habits to focus their
advertising as well as marketing efforts to a certain
demographic. For the first time, corporations are adopting
social networking platforms as foundation for behavioural

analytics.
5. Cloud storage

You may access, save, and retrieve your files from any web-
enabled interface using cloud storage. Web services often
have straightforward user interfaces. You can rely on the
environment to be highly available, fast, scalable, and
secure at all times. When it comes to the cloud storage,
companies only have to pay for an amount of space that
they use, and they don't have to worry about the day-to-day

upkeep of their storage infrastructure.

Based on legal requirements, data might be stored on- or
off-premises as well. A third party hosts virtualized storage

pools that are customized to meet the needs of the user.
6. Disaster recovery

An additional advantage of adopting a cloud service is that
it may offer a "disaster recovery" solution which is more
cost-effective than a typical "disaster recovery" site that has

fixed assets, strict processes and a significantly greater cost.
7. Data backup

In the past, backing up data was the time-consuming and
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difficult task. This meant maintaining the set of tapes or
discs, manually collecting them, and sending them to
the backup facility with all attendant difficulties that can
arise in the process. However, this method does not
guarantee that all of your data will be saved in the event of
the problem or that you will be able to recover it in the event

of the malfunction or human mistake.

There is little doubt that cloud-based backup, although not
panacea, has improved significantly over the last several
years. You may now send data to any point over a wire with
knowledge that security, availability, and capacity are not a

concern at all.

As said, there are many additional reasons to choose cloud
computing over more conventional methods for increasing
IT infrastructure flexibility and taking use of the big data

analytics as well as mobile computing.

1.5. History of Cloud Computing

Server-side client-side architecture was utilised in the early
days of the computing before computers were invented. To
obtain access to certain data, a user must first connect to
a server and then be granted permissions. However, there
are several drawbacks to this method. As a result, with the
rise of the client-server computing, the Distributed
Computing emerged, allowing users to pool their
computing resources as required. Also, there are certain
drawbacks to it. As a result, cloud computing has evolved

11



as a solution to the restrictions inherent in dispersed

systems.

[ CLIENT SERVER COMPUTING ]

l

{ DISTRIBUTED COMPUTING ]

Y
[ CLOUD COMPUTING ]

Figure 1.3 Evolution of Cloud Computing’

Computers may be marketed like water as well as
electricity, according to John MacCharty's address at MIT in
1961. It was a wonderful concept, as per John MacCharty.
People, on the other hand, were reluctant to accept this new
technology at the time. For them, they believed that the
technology they were using was enough for their needs. So,
this idea of the computing was not widely accepted, and
very little study would be done on it. However, as time
passed, technology seized on the concept and realised it
within a short period of time. Thus, Salesforce.com adopted
this in 1999.

“https://www.geeksforgeeks.org/history-of-cloud-computing/
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Cloud computing was born as a result of this company's
decision to start distributing a business application via the

internet.

As of 2002, Amazon launched Amazon Web Services
(AWS), a cloud computing service that provides storage
and processing through the internet. The commercial
service called "Elastic Compute Cloud" would be launched
by Amazon in the year 2006, and it will be available to

everyone.

For the first time since the growth of the cloud computing
began in the year 2009, Google Play also started offering the
"Cloud Computing Enterprise Application”. As a result,
Microsoft Azure was launched in 2009, and other firms such
as Alibaba, Oracle, IBM, and HP followed suit with their
own Cloud Services offerings. Cloud computing has grown

in popularity and importance in today's world.

1.6. Cloud Architecture

Small and big businesses alike are taking use of cloud
computing to store their data as well as access it at any time

over the internet.

It is a blend of "service-oriented architecture" as well as
"event-driven architecture" that make wup the cloud

computing architecture.

The following are the two major components of the cloud

computing architecture: —

13



1. Frontend
2. Backend

| Client Infrastructure I FRONTEND

~ 2 8 N
" [ Application |
a -
n | Service |
a
g | Cloud Runtime | BACKEND
m
e | Storage |
n
t [ Infrastructure |

. v

Figure 1.4 Architecture of Cloud Computing”

Cloud computing architecture is the blend of "Service
Oriented  Architecture” and  "Enterprise  Driven
Architecture". The components of the cloud computing
architecture include client infrastructure, service, runtime
cloud, application, storage, infrastructure, and

administration, as well as security.

“https://www.geeksforgeeks.org/architecture-of-cloud-

computing/
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1. Frontend

The term "frontend" relates to side of "cloud computing
system" that is accessible to the user. All user interfaces and
apps used by client to access the "cloud computing services"
or "resources' are included in cloud management platform.
For instance, the cloud platform may be accessed using
the web browser.

Client Infrastructure — It's the part of front-end component.
It includes the software as well as user interfaces needed to

connect to the cloud.

A GUI (Graphical User Interface) is provided for cloud-

based interaction.
2. Backend

The cloud itself, as utilised by service provider, is referred
to as the "backend." It holds, administers, and offers security
procedures for the resources. Also included are large
amounts of storage, virtual computers, virtual applications,
traffic management techniques, and other types of

implementation strategies.
e Application

Software or platform that a client may access in the backend
is called an application. It means that the service is provided

at the backend according to the client's specifications.

15



e Service

PaaS, SaaS, and laaS are three of the most common cloud-
based service models. The user's access to the service is also

controlled by the system.
¢ Runtime Cloud

The virtual machine's execution as well as Runtime

platform or environment are provided by Runtime cloud.

e Storage
Backend storage offers a wide range of options for
storing data, as well as the ability to manage it.

e Infrastructure
In backend, the cloud infrastructure relates to the
servers, network devices, storage, virtualization
software, and other cloud hardware as well as
software components.

¢ Management
Backend management pertains to the administration
of the backend components such as applications,
services, runtime clouds, infrastructure, storage,
and the other security methods, amongst other
things.

e Security
Securing cloud resources, systems, data, as well as
infrastructure at backend means putting in place a

variety of security measures behind the scenes.

16



Internet
In order to create interaction as well as
communication in between frontend and backend,

the internet connection is required.

Architecture for the cloud computing having some benefits

are as follows:

1.7.

Simplifies the whole cloud computing
infrastructure.

Enhances the needs for data processing.

Assists in ensuring maximum safety.

Increases the degree of modularity.

Improves the ability to recover from disasters.
Good accessibility for the end user.

Streamlines the IT infrastructure.

Types of Clouds

You may choose from the following four kinds of cloud to

meet the demands of your organisation-

L .

Public cloud
Private cloud
Hybrid cloud

Community cloud

17



Types of Cloud

PUBLIC PRIVATE HYBRID COMMUNITY
CLOUD CLOUD CLOUD CLOUD

Figure 1.5 Types of Cloud"

Public Cloud

Public cloud services are provided by the third parties and
may be paid for on a pay-as-you-go basis, making them

accessible to the general public.

They provide ways to reduce IT infrastructure expenses and
are a viable choice for managing peak demands on local
infrastructure. For small organizations, public clouds are
indeed the best solution since they don't need a huge initial

investment and can be used for all of their IT requirements.

Multitenancy is one of the most important features of
the public clouds. In the public cloud, there are many users,
not just one. A user needs a distinct and also most likely

segregated virtual computing environment.

*https://www javatpoint.com/types-of-cloud
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Figure 1.6 Public cloud”

Private cloud

On premise Private cloud Externally hosted Private cloud

Enterprise P
Enterprise P

Cloud Service Provider |

Dedicated for Enterprise P

Cloud Service Provider

Figure 1.7Private Cloud*

"https://www.geeksforgeeks.org/architecture-of-cloud-

computing/

thttps://www.geeksforgeeks.org/architecture-of-cloud-

computing/

19



Distributed systems that function on the private
infrastructure and allow for the dynamic provisioning of
computer resources are known as "private cloud". When
using private clouds, there may be alternatives to "a pay-as-
you-go model" which manage cloud consumption and
charge the various departments or portions of a company

accordingly.
Using the private cloud has the following benefits:

Customer information protection: There are less security
issues with the private cloud since client data and the other

sensitive information does not leave private infrastructure.

Infrastructure ensuring SLAs.: Data replication,
monitoring, as well as maintenance, as well as disaster
recovery and the other uptime services are provided by

the private cloud.

Compliance with standard procedures and operations:
When implementing as well as executing applications in
accordance with the third-party compliance requirements,
certain processes must be implemented. In a public cloud, it

is not feasible.
Hybrid cloud

The hybrid cloud is the distributed heterogeneous system
made up of both public as well as private cloud resources.
Because of this, they are referred to as the "heterogeneous

clouds".

20



Private installations have the disadvantage of not being able
to grow on-demand and effectively deal with peak
demands. Here, the public cloud services are required.
Hence, it is possible to use both public as well as private

clouds in the hybrid cloud environment.

Private cloud Public cloud

Enterprise P Enterprise Q

Enterprise P ‘ ‘
l l Cloud Service Provider
Cloud Service Provider

(8

Figure 1.8 Hybrid cloud"

The following are some of the benefits of using the hybrid

cloud:-

¢ Organizations that demand a higher level of security
than what is provided by public cloud might benefit
from a hybrid approach.

® You can launch new goods as well as services more
rapidly using hybrid cloud.

e Hybrid cloud is a great method to lessen the danger.

“https://www.geeksforgeeks.org/architecture-of-cloud-
computing/
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o TFlexible as well as secure resources are provided by
public as well as private clouds, respectively, in
hybrid cloud.

Community cloud

Commmunity Users

Dedicated for Community User
Enterprise P

g g ‘ T
Cloud Service Provider
Enterprise R

Figure 1.9 Community Cloud”

v

v

v

In order to meet the special demands of the industry,
the community, or the business sector, the community

clouds integrate services of many clouds.

Infrastructure is shared among companies with common
concerns or duties in community cloud. An organisation or

the third party might be in charge of looking after the cloud.

“https://www.geeksforgeeks.org/architecture-of-cloud-
computing/
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Community Cloud has the following benefits:-

e In the community cloud, the entire cloud is shared
by the number of organisations or groups.

e If you're an organisation that needs the cloud with
additional security features than the "public cloud",
the "community cloud" is the best option.

e Interms of security, it is superior than public cloud.

e It creates an atmosphere that encourages sharing
and collaboration.

e Using a "community cloud," many firms may pool
their cloud resources, infrastructures, as well as

other capabilities.

1.8. Major Players in Cloud Computing

Among the many services offered by CSPs are "Software as
a Service "(SaaS), '"Platform as a Service (PaaS),
Infrastructure as a Service" (IaaS), and "Network Services"
(NS). In the data centre, cloud service providers keep such
services, and customers may access them over the Internet

via cloud provider firms.

The following are examples of this Service Providers of

Cloud Computing Solutions-
1. VMware Cloud

In Hybrid Cloud, VMware cloud serves as a unifying
platform for the "Software-Defined Data Centers”. With the

23



use of this technology, the cloud service providers may

construct nimble, scalable, and resilient cloud services.

Figure 1.10 VMware cloud®

Features of VMware

e Cloud computing services from VMware may be
paid for on the per-use or monthly basis.

e A better customer experience is achieved by
securing the user's personal information.

e A RESTful API may be used to quickly construct
the new VMware SDDC cluster on AWS cloud.

e Ithas a wide range of storage choices available. Our
application storage may be managed on the per-app
basis.

e It enables multicast networking and offers a
separate  the high-performance network for
handling application traffic.

“https://www javatpoint.com/cloud-service-provider-

companies
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e You don't have to worry about time and money

issues anymore.
2. Oracle cloud

The Oracle Corporation makes its cloud platform available.
For example, it integrates the cloud architecture of
"Platform as a Service"with the infrastructure of
"Infrastructure as a Service”. Moving apps to cloud,
administering a cloud-based development environment,
and optimising connection performance are just some of the

activities that may be accomplished with this tool.

ORACLE
CLOUD

Figure 1.11 Oracle cloud

Features of Oracle cloud

e There are a variety of tools available on Oracle cloud
to help you design and manage your apps.

e Java, PHP, Ruby, and Node,js are some of the
languages that make up its infrastructure.

e In addition, it may be used in conjunction with
Docker as well as the other DevOps technologies.

e Additionally, Oracle database delivers exceptional
interoperability across on-premises and cloud-

based platforms to enhance operational efficiencies.

“https://www javatpoint.com/cloud-service-provider-companies

25



e IT investments are maximised.

Private networks may be protected via a combination of
"Virtual Cloud Networks", "firewall", and "IP addresses", all

of which can be customised.
3. Red Hat

Red Hat's virtualization technology, Red Hat virtualization,
is the open standard for the desktop virtualization. Linux is
widely used for the virtualized servers and technical
workstations to offer a variety of the infrastructure
solutions. Red Hat is the operating system of choice for the
majority of small as well as medium businesses. Higher
density, improved performance as well as agility are
provided to resources. In addition, it lowers the cost of
doing business for the corporation by making
administration more straightforward and less time

consuming.

Figure 1.12 Red Hat"

“https://www javatpoint.com/cloud-service-provider-

companies
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Features of Red Hat

e With the help of “Red Hat Container" catalogue,
customers may access safe, certified, and up-to-date
container images.

e [t features OpenShift, the platform which enables
developers to access, upgrade, as well as deploy
programmes in the cloud.

e There are 16 virtual computers, each with 256GB of
RAM that it may run at the same time.

e In terms of availability, ease of maintenance, and
dependability, it's superior.

e LVMs offers high availability as well as support for
the rollback in addition to extremely big SAN-based
storage.

e LVMs offer high availability as well as support for
the rollback in addition to extremely big SAN-based
storage.

e The new on-screen keyboard", "GNOME software
“that enables us to install apps and update
applications, and also increased device
compatibility are all included in Desktop

environment.
4. DigitalOcean

DigitalOcean is only company that provides the cloud
computing services to businesses. "Moisey Uretsky" and
"Ben" started it in 2011. The finest cloud service for

managing and deploying web apps is this one.
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Figure 1.13 DigitalOcean’

Features of Digital Ocean

Allocate physical resources for virtual servers
through KVM hypervisor.

It is capable of delivering excellent results.

As the digital community platform, it enables to
answer questions and collect comments.
Developers may swiftly generate new '"virtual
machines" for their applications by using cloud
servers.

It provides droplet applications with only a single
click of the mouse. Apps like Docker, Wordpress,
LAMP stack, MongoDB, PhpMyAdmin, as well
as Machine Learning are included in this collection.

5. Rackspace

Servers as well as databases, as well as the cloud backup

“https://www javatpoint.com/cloud-service-provider-

companies
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and cloud block storage are all available with Rackspace.
For Rackspace, the primary goal was to make managing
private as well as public cloud installations simple. The
company has data centres in the United States, United

Kingdom, Hong Kong, as well as Australia.

Rackspace

Figure 1.14 Rackspace®

Features of Rackspace

e Rackspace offers a variety of technologies to
facilitate better communication and collaboration
inside enterprises.

e Using the device, we may access data saved on
Rackspace's cloud storage at any time.

¢ Six data centres are available across the world.

e In same network, it may administer both virtual as

well as dedicated physical servers.

“https://www javatpoint.com/cloud-service-provider-companies
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e It is more cost-effective while yet delivering greater
results.
e Cloud computing service provider Alibaba Cloud is

number ten.
6. Alibaba Cloud

Using Alibaba Cloud, developers create data management
as well as cloud computing services that can be scaled up
and down at will. Elastic Computing, Security, Networking,
"Database Services, Storage", "Media Services", "Cloud
Communication”, "Application Services", and also the
Internet of Things are just some of the services that it

provides.

Alibaba Cloud

Figure 1.15 Alibaba Cloud®

Features of Alibaba Cloud

e A wide range of the cloud computing services are
available to both overseas consumers and the e-

commerce ecosystem of "Alibaba Group".

“https://www javatpoint.com/cloud-service-provider-companies
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e Pay-per-use is the only way to utilise its services.
e Ithandles 14 data centres throughout the world.

e Storage of data is scalable as well as dependable.

1.9. Issues in Clouds

Cloud computing has a number of serious drawbacks:

1. Privacy: With or without authorization, the host
corporation may access the user's data. Data in cloud might
well be accessed at any moment by service provider. They
have the ability to add, remove, or edit data, whether

intentionally or inadvertently.

2. Compliance: There are several rules and guidelines
governing the storage and transmission of data. The
customer may be forced to employ costly deployment
methods in order to comply with requirements ("Federal
Information Security Management Act", "Health Insurance
Portability and Accountability Act", etc.).

3. Security: Third-party storage as well as security are
essential components of the cloud-based services. It is
possible to presume that the cloud-based corporation
would safeguard as well as secure one's data if one is
utilizing their services at low, free rate. There is a possibility
that they would disclose the personal data of their
customers to other parties. The cloud's security is seriously

jeopardized.

4. Sustainability: The goal here is to prevent cloud
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computing from having a negative impact on environment.
As a result, nations with climates that promote natural
cooling and easily accessible renewable power are
competing with one another to attract the cloud computing
data centres. Such countries include Sweden, Finland, and

Switzerland.

5. Abuse: While providing the cloud services, it really
should be discovered that the customer also isn't
purchasing the services of thecloud computing for
the malevolent reason. Amazon was unlawfully utilized as
the command and also the control channel for the banking
Trojan in 2009 which sent dangerous instructions to
compromised PCs. As a result, hosting businesses as well as
servers should include sufficient safeguards to prevent

these problems from occurring.

6.Higher Cost: There are two things you need to have in
order to utilize cloud services without interruption: a robust
network and a huge business that doesn't fit into the typical
subscription model for cloud services. If you're working on
a complicated project or application, you may have
difficulties using a conventional cloud service. This is a
huge difficulty confronting small enterprises that inhibits
them from diving into the cloud technology for their

company.

7. Recovery of lost data in contingency: In order to make
sure that their services meet your needs and are supported

by the well-maintained resource infrastructure and
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adequate maintenance, every cloud service provider should
thoroughly review all of its standards and also
documentation before accepting a subscription. When you
sign up for the service, you're practically handing up
control of your personal information to the third party. You
won't have to worry about the data recovery in a future if

you select the right cloud service now.

8. Upkeeping(management) of Cloud: The upkeep of a
cloud architecture is a herculean undertaking, since it
entails not only managing a massive infrastructure of
resources, but also dealing with a variety of additional
issues, such as customer happiness. As consumers normally
pay for how much they've utilised the resources. Thus, often
it becomes challenging to determine how much should
really be paid in case the consumer wishes scalability and

expand the services.

9. Lack of resources/skilled expertise: One of the primary
difficulties that firms as well as enterprises are going
through nowadays is the shortage of the resources and
trained people. Every second firm is looking intrigued or
has already been switched to the cloud services. As a result,
the burden in acloud is expanding, which necessitates
quick innovation for cloud service providers. Organizations
are having a difficult time keeping up with latest
technology because of these concerns. As new tools as well
as technologies are developing every day therefore more
skilled or trained personnel need to increase. More training
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for IT and development employees is necessary for

mitigating these issues completely.

10. Pay-per-use service charges: On-demand services are
the hallmark of cloud computing. Users may expand or
compress volume of resource according to their need. Thus
you paid for amount of resources you used. It is difficult to
set a predetermined price for certain amount of services,
since there are many variables to consider. The installation
of thecloud computing is complicated and complex
because of the highs and lows and also price changes that it
is subject to. The owner of a business has a difficult time
keeping track of demand and how it changes with seasons
and other occurrences. So it's difficult to estimate the cost of
a service which may eat up months of the budget in a matter

of days.

1.10. Eucalyptus

Linux-based Eucalyptus is theopen source cloud
computing as well as cloud storage technology that is
"EC2" and "S3" compatible. It integrates private as well as
hybrid clouds with the organization's IT infrastructure,
making them more efficient, scalable, and secure. With it,
you may create a cloud-hosted infrastructure that can be
accessed over the internet. Commodity hardware may be

used by users.

Developed to assist the high-performance computing,
Eucalyptus was created . It's possible to use Eucalyptus on
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any of the main Linux distributions, includes Ubuntu,
opens USE, RHEL/CentOS, and Debian, without having to

make any changes.
Wil Browser S0AP-Dased 1008 HEST-bDased 10ols

\/‘H>(/

‘ Cloud Controlier Walrus ‘

Mode Contraller

|
|
|
|
|
|
: Made Contraller
|
|
|
|

Made Contralier

Figure 1.16 Eucalyptus Fundamental Architecture’

Components of Eucalyptus:

1. Cluster Controller (CC) The "Cluster Controller"is
responsible for deploying as well as managing instances on
one or evenmore Node Controllers. It is in constant
communication with both the Node Controller and the
Cloud Controller. Under some Eucalyptus networking
options, CC controls the networking for executing instance

as well.

2. Cloud Controller (CLC) All of the other components of

the ecosystem may be accessed via the Cloud Controller.

“https://mdshaonimran.wordpress.com/2011/11/26/eucalyptus-

and-its-components/
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When it comes to interacting with Eucalyptus
infrastructure, CLC does so using an "Amazon EC2/S3"

compliant web services interface for client tools.

3. Node Controller (NC) It is the most fundamental part of
a Node. Every node's instance life cycle is managed by node
controller. The node controller is the software component
that communicates with many systems at once: hypervisor,

OS, and cluster controller.

4. Walrus Storage Controller (WS3) Controller for Walrus
Storage (WS3) it's a basic "file storage system" called
"Walrus Storage Controller”. Image as well as snapshot
storage is handled by WS3. It also uses S3 APIs to store but

also serve files.

5. Storage Controller (SC) Snapshots may be taken of
volumes using “Storage Controller” (SC). Persistent block
storage is provided to instances through "AoE" or "iSCSI".

1.11. Nimbus

When a computer cluster is converted into a cloud-based
infrastructure, it may be used by scientists to do
computations. Virtual machines may be deployed on
distant resources and configured to reflect the required

environment by user.
To put it simply, Nimbus consists of two parts:
e Nimbus Infrastructure To further serve the

scientific community's needs, "Nimbus
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infrastructure” provides EC2/S3 compatibility,
proxy credentials support, best-effort allocations,
batch schedulers, and the other "infrastructure-as-a-
service" capabilities.

e Nimbus Platform In the multi-cloud context, the
"Nimbus Platform" provides scientific users with
the flexibility and capability of the infrastructure
clouds. Cloud resources may be deployed, scaled,

and managed using the Nimbus Platform.

The "Elastic Compute Cloud" (EC2) service of Amazon is
used as the basis for the "Nimbus cloud" client's leasing
mechanism, which gives the user complete control over the

workspaces they create.

Using the "Nimbus cloud computing" architecture,
scientists may establish and utilise virtual machines with

the cloud provider for data-intensive research.

Multiple virtual machines for specialised computing tasks
may be created using Nimbus but also deployed anywhere
in cloud as long as they cooperate. It is possible to set up
the virtual machine and then link it to the resources on

the cloud, no matter who is supplying the cloud.

Many data-intensive research initiatives, such as those in
the experimental as well as theoretical physics, need this
level of adaptability and instantaneous processing
capability. The "STAR nuclear physics experiment” at
"Brookhaven National Lab