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(57) Abstract :

The present invention relates to the dynamic nature of MANET makes it susceptible to several security breaches. The proposed work
is organized into several phases such as feature selection, trust degree computation, classification and decision making. Intelligent
agents are employed to handle all the aforementioned phases. Features of KDD cup’99 is reduced from 41 to 17, so as to minimize the
training time and to improve the accuracy of the system. The trust degree is computed by the combination of packet delivery ratio,
behaviour and available energy of a node. Extreme Learning Machine (ELM) is employed as the classifier, so as to categorize nodes
into trustworthy, partially trustworthy and malicious. Finally, the process of decision making takes place and a decision is made,
whether or not to punish the node. The performance of the proposed work is tested and the significance of trust level, feature
reduction and the efficiency of classifier are substantiated, through the experimental results.
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